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2   Measuring Up

About This Report

This report examines the various analytic 
tools that have been developed to 
understand the causes and dynamics 
of radicalization and violent extremism. 
The report assesses the strengths and 
limitations of these tools in informing 
the design of P/CVE interventions. 
It considers micro- and macro-level 
frameworks and models, and the various 
contexts in which they may be relevant. 
A companion report, “Measuring Up: 
Monitoring and Evaluating P/CVE 
Programs,” examines tools for assessing 
the impact of such programs.
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4   Taking Stock

⊲⊲ Understanding the value, limits, 
and relevance of different analytic 
frameworks and models used 
to assess trends, causes, and 
dynamics of radicalization and 
violent extremism (VE) is a critical 
exercise that extends beyond 
academic interest. The selection 
and application of appropriate 
analytic tools to a given context 
allows both for more nuanced 
understanding of the causes of VE 
and for the development of more 
effective strategies and programs to 
prevent it.

⊲⊲ Multiple and different conceptual 
frameworks and analytic models 
are used to understand VE and 
to design interventions and 
strategies that prevent or counter 
violent extremism. These tools 
can be sorted into two general 
categories, or levels, of analysis: 
micro-level tools that primarily focus 
on individuals and macro-level 
tools that focus on VE groups and 
contexts.

⊲⊲ Micro-level tools for assessing 
VE examine radicalization on 
the individual level and have 
evolved over the past fifteen 
years from linear to more dynamic 
models, reflecting an increased 
understanding of the complexity of 
radicalization processes.

⊲⊲ Micro-level models tend to 
emphasize the role of ideology in an 
individual’s path to VE activity. Linear 
models, in particular, often assume 
radical ideology to be a precursor 
to an individual’s engagement in 
violent activity. Yet, some research 
shows ideology to be a secondary 
or non-antecedent factor. Both linear 
and dynamic individual radicalization 
models are useful in identifying 
risk factors for and vulnerabilities 
to radicalization. However, these 
models cannot predict which 
specific individuals will become 
radicalized or carry out violent acts.
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⊲⊲ On the macro level, analysis 
generally focuses on structural 
drivers and systemic root causes 
of violent extremism. Some macro-
level analytic tools reflect multiple 
levels of analysis and see the 
causes of VE as encompassing 
individual and collective grievances, 
social dynamics, and structural 
issues. Such levels of analysis, 
however, do not always directly 
inform or prescribe options for 
interventions. Further, these tools 
often include so many variables 
that it is difficult to isolate the 
impact of relevant dynamics and 
factors, especially in fragile and fluid 
environments.

⊲⊲ The dynamics of radicalization and 
VE in conflict-prone and fragile 
environments are especially 
complex and analysis benefits from 
applied conflict assessment tools.

⊲⊲ Despite the significant influence 
of group dynamics, social 
relationships, and networks on 
radicalization, there are few analytic 
tools that assist policymakers and 
program designers in assessing, 
mapping, or evaluating the social 
ties and relationships that influence 
individuals and groups toward or 
away from VE activity and violent 
extremist organizations.
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Introduction
he emergence and spread of violent 
extremism (VE) and the evolution of 
violent extremist organizations

 (VEOs) continue to pose a complex and 
global threat. Policy responses have changed 
considerably over the past decade and those 
concerned with preventing terrorism now 
include many actors outside of the security 
sector, such as development and peace-
building organizations. This has led to a more 
nuanced understanding of the causes of VE 
and the application of significant new tools to 
address it, but it has also led to a proliferation 
of approaches, lexicons, and perspectives. An 
increasingly diverse community of policymak-
ers, practitioners, and academics is striving to 
better understand what causes and drives VE 
and to develop effective ways of preventing 
and countering violent extremism (P/CVE), 
bringing their unique organizational mandates 
and perspectives to bear.

To advance efforts to prevent violent 
extremism, it is vital that practitioners and 
researchers have a broader sense of 
different approaches as well as access to 
relevant, rigorous, and updated analytic 
tools. This report provides an overview and 
analysis of common conceptual frameworks 
and models used for understanding VE and 
designing P/CVE programs and strategies, 
and explores their underlying assumptions, 
strengths, and limitations. The overarching 
aim of this report is to examine the different 
ways in which VE is analyzed and addressed 
and to suggest how, where, and why certain 
tools have specific contextual value.

This report was developed in conjunction 
with a report that surveys monitoring tools 
for P/CVE programs. These two studies,  
both published by the United States Institute 
of Peace,1 are intended to help improve  
P/CVE program design and thus give P/CVE 
interventions greater and more enduring 
impact.

Evaluating the Impact of P/CVE Programs

UNITED STATES INSTITUTE OF PEACE

UNITED STATES INSTITUTE OF PEACE

Analytic Tools for Understanding and Designing
P/CVE Programs
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his study followed an iterative 
process of research and analysis. 
The research component

included an extensive review of published 
sources from academic literature, 
think tanks, government organizations, 
donors, foundations, contractors, and 
nongovernmental organizations, as well as 
consultations with experts. The research 
focused on definitions of terms related to 
terrorism, associated models and frameworks, 
and underpinning concepts and theories. In 
the analysis phase, models and frameworks 
(referred to as “analytic tools” in this report) 
were aggregated into two broad categories— 
micro-level and macro-level—creating a 
taxonomy that provides the structure for this 
study. Each category was assessed in terms 
of its underlying assumptions, its potential 
utility and implications for program design 
and implementation, and its general strengths 
and limitations. Also considered were the 
comparative value of different types and 
levels of analytic tools, areas of potential 
synergy, and potential gaps in the P/CVE 
toolkit.

This report captures the learning from 
this analytic exercise and looks first at 
micro-level tools, which primarily focus on 
individuals; then at macro-level tools, which 
focus on VE groups and contexts; and finally, 
at the importance of social dynamics in 
understanding and developing interventions. 
Each category is discussed in terms of 

its limits, strengths, and the relevance of 
its application. The tools and research 
reviewed for this study are listed in the 
attached bibliography.

For researchers, a framework—often called 
a “conceptual framework” or a “theoretical 
framework”—is a collection of interrelated 
concepts used to structure and guide 
research and organize ideas. For those who 
design programs, frameworks are analytic 
tools used for the practical implementation 
of certain theories of change. A theory of 
change is an assumption that a certain 
activity or set of activities will produce 
certain outcomes. Frameworks are meant to 
be iterative; in this way, they have research 
value themselves. An analytic model is 
a representation of a theory developed 
through research; it is often static.

Although these distinctions may seem 
academic, they matter in practice. Conceptual 
frameworks, theories of change, and analytic 
models have all have been used in the 
design of P/CVE programs, but they have 
sometimes been employed indiscriminately, 
with limited understanding of their application 
and relevance, which has impaired the 
effectiveness of P/CVE interventions. In 
addition, the concepts, theories, and research 
that inform the design of P/CVE programs 
continue to evolve, meaning that even a 
broadly effective tool for program design 
needs to be updated with new learning.
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any models are used to explain 
how and why an individual 
radicalizes. The models represent

theories and learning about the processes 
by which an individual increasingly espouses 
or supports extremist ideas and/or engages 
in violent activity justified and inspired by 
extremist ideologies. Most of these are 
analytic models—not frameworks—informed 
by research on aspirational, active, or 
(most often) former violent extremists. They 
represent insights on motives and changes 
in attitudes and behaviors. Because these 
models capture generalized theories around 
individual dynamics of radicalization, there 
are limits to their practical application 
and their predictive value—even though 
this research has been used to develop 
behavioral indicators for radicalization. 
Much of the research on individual-level 
radicalization was developed in response 
to threats that revolved around “lone wolf” 
actors or small groups in Western countries. 
There is also more research on individual 
radicalization related to those who join or 
support Salafi jihadist groups rather than 
other types of VE, such as violent neo-Nazi 
groups.

In general, micro-level models can be 
categorized into two types:

⊲⊲ Those that are linear in nature, presenting 
a series of stages denoting a process of 
increasing radicalization leading to violence 

⊲⊲ Those that represent a more dynamic, 
multidirectional understanding of the 
radicalization process

This distinction is in part generational. Over 
the past fifteen years, micro-level models 
have evolved from the linear to the dynamic, 
partly because of a growing understanding 
about the highly fluid and complex nature 
of an individual’s path to VE informed by 
psycho-social research and learning on VE 
more generally.
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LINEAR MODELS OF 
RADICALIZATION
Early micro-level models describe 
radicalization as a series of steps through 
which an individual progresses toward 
increasingly radical beliefs and, finally, violent 
activity. Of the linear models reviewed for 
this report, all assume, to some degree, that 
radical beliefs or the adoption of an extremist 
ideology precedes violent action. In other 
words, linear models implicitly hold that an 
individual’s adoption of violent behavior is an 
ideologically driven process.

Graphic depictions used to represent 
the stages of the radicalization process 
often take the form of flowcharts, steps, or 
pyramids to demonstrate a progression 
along a radicalization trajectory. Fathali M.  
Moghaddam’s staircase model depicts 
radicalization as a process through which  
an individual advances up a series of steps 
leading to the apex, the point at which the 
individual is prepared to undertake acts of 
violence against others.2 Tiered models like 
that of Moghaddam’s delineate a clear path 
toward individual radicalization but do not 
necessarily allow for the skipping of stages 
in the process.

Although some models assume that 
radicalization naturally proceeds as an 
individual progresses through each 
stage, others incorporate the concept of 
a “trigger” event that leads to a final step 
of violent participation. Paul Gill’s model 
of radicalization incorporates a catalyzing 
factor or trigger to explain the point at which 
an individual decides to join a VEO and thus 
advance to the next phase of VE.3 Quintan 
Wiktorowicz’s four-process model identifies 
an individual’s path to joining an Islamic 

extremist group and hypothesizes that the 
journey begins with a “cognitive opening” 
triggered by a personal crisis that unlocks 
an individual’s receptivity to extremist 
ideologies.4

Linear micro-level models provide a 
straightforward, accessible conceptualization 
of radicalization and, significantly, they 
advance the idea that radicalization is a 
process. Understanding radicalization as a 
process suggests that there may be ways 
to interrupt and/or change an individual’s 
trajectory toward VE. Such models opened 
the door to new levels of thinking about 
how to understand, anticipate, and prevent 
violent extremist activity. Linear models, 
however, have since been augmented by 
new research that underscores the very 
complex, individualized, and nonlinear 
nature of radicalization. Contemporary 
dynamic models incorporate a more 
multidimensional understanding of 
the factors that lead individuals to VE 
and continue to advance ideas about 
interventions.

Linear micro-level 
models provide 
a straightforward, 
accessible 
conceptualization  
of radicalization …  
they advance the  
idea that radicalization 
is a process.
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DYNAMIC MODELS OF 
RADICALIZATION
Contemporary analysis of individual 
radicalization reflects a broad academic 
consensus that radicalization is a dynamic—
not a linear—process. Dynamic models 
underscore the fact that there is no single 
distinct pathway to VE and that individuals 
may enter and exit a path for different 
reasons at different times.

Models developed over the last decade 
incorporate a more robust understanding 
of the psycho-social processes at play in 
radicalization and the interaction among 
multiple influencing factors. Research by 
Max Taylor and John Horgan, for example, 
has led to the incorporation of a variety of 
sociological, psychological, and political 
forces, direct experiences, and relationships 
in individual-level models. In their dynamic 
model, Taylor and Horgan show that 
radicalization can follow multiple and shifting 
routes  or pathways and individuals can enter, 
follow, and exit VE activity at any time. The 
model depicts how the various influences on 
an individual affect changes in cognition and 
behavior, and maps the possible pathways 
that individuals may take, or roles they may 
assume, based on various factors and the 
interaction between those factors.5

Marc Sageman’s research also focuses on 
the interrelatedness of cognitive, social, 
and environmental factors in influencing 
individual radicalization.6 Sageman’s model 
asserts that an individual’s path to VE 
depends on a combination of these factors 
and that likelihood of radicalization varies as 
each factor varies.

In this way, most dynamic micro-level 
models assume a logical interplay between 
internal factors (inherent characteristics and 
predispositions) and external factors (social 
influence, grievances, and recruitment 
dynamics). These models highlight how 
external factors influence the individual 
and inform grievances that make a person 
susceptible to recruitment. Such models 
are often represented as onion graphs, 
Venn diagrams, or concentric circles.7 They 
explicitly focus on the individual experience, 
however, and do not explain how or why a 
violent extremist movement has emerged or 
what allows it to flourish beyond the factors 
that spur participation.

Notably, ideology—or radical beliefs—is a 
feature of these models but not necessarily 
a precursor of violent behavior. Some 
theorists posit that ideological commitment 
can occur after an individual has joined a 
group or committed a violent act.8 Other 
research, especially in non-Western 
contexts, reveals that ideology can be a 
secondary consideration.9 For example, 
research examining the motivations for 
participation in VEOs such as Boko Haram, 
al-Qaeda, the Taliban, and Islamic State has 
shown that engagement in VE actions and 
in VEOs may have more to do with material 
deprivation, an individual’s predisposition to 
violence, or dynamics of coercion than with 
an individual’s ideology. In some of these 
cases, recruitment preceded the adoption 
of radical beliefs and ideologies; in other 
cases, engagement in VE activity or in VEOs 
happened in the absence of an individual’s 
adoption of extremist ideologies and beliefs.
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PRACTICAL 
APPLICATION OF 
MICRO-LEVEL MODELS 
AND RESEARCH

Research on individual radicalization has 
informed practice and gained currency 
outside of academic environments. National 
government agencies and departments with 
security and law enforcement mandates 
have drawn on this research to develop 
models that are used to inform efforts to 
detect and prevent potential attacks.10  
These models emphasize stages of 
mobilization and preparations for violent 
activity, as well as factors that may provide 
entry points for mitigation.  

The US National Counterterrorism Center, 
for example, published a practitioners’ 
guide on CVE that includes a model 
for understanding radicalization that is 
dynamic in nature and focuses on factors 
contributing to an individual’s progression 
toward VE.11 The model conceptualizes 
three distinct and overlapping processes: 
radicalization, mobilization, and action. It 
provides an overview of factors important 
in the radicalization process—including 
individual perceptions, behaviors, 
relationships, and larger group dynamics—
and, like some of the linear models, it brings 
attention to certain catalysts that can lead 
to mobilization. The model emphasizes 
four factors that underlie the radicalization 
process and that are observable and 
actionable for those in law enforcement who 
work to counter violent extremism: readiness 
to act (motivation and intent); targets 
(symbols of Western dominance, military, 
civilian); opportunity (access to training and 
resources); and capability (acquired training 
and personal experience).

Security and law 
enforcement ...  
have drawn on this 
research to develop 
models that are used 
to inform efforts to 
detect and prevent 
potential attacks.
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Research on individual radicalization has 
also been applied to develop practical 
tools that identify early warning signs of 
radicalization in individuals and that can 
inform those involved in prevention outside 
of law enforcement, such as educators, 
social workers, religious leaders, and the 
general public. Examples of government-led 
efforts include online resources developed 
by the US Federal Bureau of Investigation 
and the UK Home Office, which list various 
factors drawn from individual radicalization 
models as potential signs of radicalization 
in order to boost community awareness and 
help prevent cases of radicalization that may 
lead to violence.12

The learning on individual radicalization 
processes has also been used to inform 
deradicalization programs, which aim 
to disengage individuals who have 
already committed violent acts or are 
already radicalized from affiliation with VE 
movements. The Violent Extremism Risk 
Assessment (VERA 2) protocol, which has 
been used successfully in prison settings, 
is one example.13 Such tools, it should be 
noted, are designed to assess an individual’s 
risk of committing violent acts and are 
relevant only to those who have already 
participated in VE on some level.

MICRO-LEVEL TOOLS: 
THEIR VALUE IN 
DESIGNING P/CVE 
PROGRAMS

The micro-level analytic tools surveyed for 
this report provide insights for understanding 
how the process of radicalization on an 
individual level might be triggered or might 
progress. They also consider factors that 
represent an individual’s increased risk or 
vulnerability to VE. While these tools, and 
the research that informs them, have been 
helpful in explaining radicalization, there are 
distinct limits to their practical application 
and utility in developing P/CVE interventions.

Both linear and dynamic micro-level 
radicalization models are useful for 
identifying individuals who may be 
vulnerable to radicalization. However, 
the models are limited in their ability 
to predict which specific individuals 
will become radicalized or carry out 
violent acts.

The evolution in the complexity of micro-
level models reflects a growing consensus, 
informed by psycho-social research, that 
radicalization is not a straightforward, 
step-by-step process, but instead involves 
overlapping psychological, social, and 
environmental dynamics that vary over 
time based on the individual. This has 
implications for the ways in which these 
models can, or cannot, inform interventions.

The strength of micro-level models is their 
identification of individual-level risk factors 
that spur a person’s engagement in VE 
activity. An understanding of risk factors 
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helps build awareness of who might be 
vulnerable to recruitment by VEOs or to 
participation in VE activity and may help 
support early interventions by families, 
communities, teachers, and others close 
to those at risk. However, because risk 
factors suggest only a propensity to head 
down a certain path, and do not guarantee 
that that path will be taken, such models 
have limited predictive value for those who 
work to counter terrorism. While signs of 
mobilization and preparations for violent acts 
are detectable and require law enforcement 
intervention, most micro-level models of 
radicalization cannot tell law enforcement 
who will become a violent extremist, and 
efforts at applying these models in an 
investigative context risk inappropriately 
targeting individuals who have not 
committed crimes.

The role of ideology, while assumed 
to be a precursor to an individual’s 
engagement in violent activity in many 
linear models, is not the only factor, 
or even the foundational factor, in all 
cases of radicalization.

In their focus on factors and dynamics 
that influence or increase the vulnerability 
of individuals to VE, many of the micro-
level models, particularly those that are 
linear, emphasize the role that extremist or 
radical ideologies play in the radicalization 
or recruitment process. Linear models 
reviewed in this study all incorporate an 
underlying assumption that the adoption 
of a radical ideology or increased 
ideological commitment is a prerequisite for 
engagement in VE acts. However, recent 
research has shown that the motivations 
for participation in VEOs, especially in 
non-Western contexts, may have little to do 

with ideology. Further, violent activity may 
precede the adoption of radical beliefs and 
ideologies. This assumption is additionally 
problematic given that not all those who 
adopt or espouse VE ideologies and beliefs 
will necessarily engage in VE activity.14 These 
findings underscore the limits of counter-
narrative programs and counter-messaging 
campaigns. While debunking recruitment 
messages and promoting ideals contrary 
to the intolerant belief systems of VEOs are 
important parts of holistic counterterrorism 
strategies, those measures may not by 
themselves prevent radicalization and 
violent extremism. In some cases, they may 
even be counterproductive.15

Most micro-level 
models of radicalization 
cannot tell law 
enforcement who will 
become a violent 
extremist.
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Most micro-level models were 
developed in Western contexts and 
thus are limited in their relevance 
to conflict-prone regions or fragile 
environments.

As this review and similar studies have 
revealed, most micro-level models of 
radicalization were developed to understand 
and address the threat of VE in Western  
countries and, as such, are limited in 
their application  to fragile, conflict-prone 
contexts.16 In such environments, P/CVE 
interventions should develop and assess 
local indicators of radicalization and 
risk factors influencing an individual’s 
susceptibility to VE. It may be, as examined 
in the next section of this report, that 
macro-level frameworks, especially those 
that incorporate a consideration of conflict 
dynamics, are more appropriate tools for 
understanding and designing interventions 
to prevent VE in fragile and conflict-prone 
areas.

The process of deradicalization 
is distinct from the process of 
radicalization, and tools developed 
to assist with, and assess, 
disengagement from VE activity and 
groups are not necessarily relevant to 
prevention efforts.

While much progress has been made in 
developing risk assessment tools, largely 
informed by the psycho-social research 
that underpins many analytic micro-level 
models, many of those tools are designed 
for assessing levels of affiliation and risk 
presented by those who have already 
participated in VE activity. Such tools are 
not designed to be used as early warning 
signs of radicalization. Further, because 

deradicalization assessment tools evaluate 
individual cognitive and behavioral 
indicators, the application of those tools 
requires the involvement of trained clinical 
professionals. Early warning risk factors, 
in contrast, are usually observable and 
accessible for nonspecialists, such as family 
and community members and teachers, who 
are concerned with youth who might be 
susceptible to recruitment into VEOs.

Macro-level 
frameworks … are  
more appropriate  
tools for understanding 
and designing 
interventions to 
prevent VE in  
fragile and conflict-
prone areas.
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ather than focusing on individual 
pathways to participation in VE 
activity and groups, macro-level

tools focus on the systemic root causes 
and  the broader, exogenous factors that 
enable VE movements and groups to 
emerge and flourish. Macro-level tools are 
generally informed by a developmental or 
a conflict analysis approach, both of which 
tend to emphasize a holistic and contextual 
understanding of VE—one that moves 
beyond a security lens to consider the 
structural conditions conducive to VE, as well 
as relevant political and social dynamics.

Most macro-level tools are frameworks, not 
models, in that they propose an informed 
approach to assessing the drivers of VE 
and suggest entry points for intervention. 
Many also incorporate a consideration of 
the research that examines individual-level 
factors of radicalization. However, they are 
distinct from micro-level tools in that they 
focus on assessing how individual-level 
factors, as well as other structural, social, 
and environmental factors and dynamics, 
increase the vulnerability or resiliency of 
a specific community or environment to 
the influence of VE, rather than mapping 
individual trajectories. Macro-level tools 
generally take one of two forms: those that 
focus on factors that enable, drive, and 
mitigate VE (such as push-pull frameworks); 
and those that promote an analysis of the 

social, cultural, and political dynamics that 
intersect with these factors and the nature 
of the VE movement itself (such as adapted 
conflict analysis tools).

PUSH-PULL 
FRAMEWORKS

The push-pull framework, originally 
developed to assess migration trends, 
was first adapted by the US Agency for 
International Development (USAID) as a 
way to understand the drivers that lead to 
participation in, and the growth of, violent 
extremist groups and insurgencies.17 
This approach to understanding VE, 
which has been widely copied, involves 
examining factors on many levels that 
enable or mitigate the emergence and 
growth of VE movements. USAID’s Guide 
to the Drivers of Violent Extremism and 
the United Nations’ “Plan of Action to 
Prevent Violent Extremism” both identify 
multifaceted lists of drivers of, or enabling 
conditions for, VE.18 Factors contributing 
to VE in these frameworks include limited 
economic opportunities, political exclusion, 
weak governance, and perceptions and 
experiences of injustice. These guides and 
similar documents advocate conducting 
assessments to determine specific local and 
contextual factors.
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Developing interventions based on a list 
of drivers—even if locally relevant—can 
be problematic if the framework omits 
key considerations or if the research and 
analysis are insufficiently broad. Lists of 
identified drivers or push and pull factors 
run the risk of promoting the design and 
implementation of P/CVE interventions that 
might address some real and perceived 
grievances but do not incorporate a full 
understanding of the dynamics or underlying 
circumstances that led to the emergence 
and growth of VE in a given environment.

This concern is supported by evidence that 
suggests that designing an intervention to 
counteract a list of presumed drivers of VE 
may prove ineffective in the absence of 
consideration of the broader context.19 Even 
well-developed frameworks often omit key 
variables. Politically sensitive issues such 
as government repression and socially 
marginalizing policies, the political economy 
of international counterterrorism efforts, 
or the broader geopolitical and regional 
political dynamics that allow VEOs to gain 
traction are overlooked, either because they 
are deemed variables beyond influence or 
because they are politically unpalatable.

Academic research has suggested that 
assessing and understanding VE is a 
conceptually more complex process than 
identifying drivers or push-pull factors. Tinka 
Veldhuis and Jørgen Staun’s Root Cause 
Model of Islamist Radicalization advances 
the idea that the interplay among causal 
factors is critical to understanding VE.20 This 
research recommends identifying different 
types of causes of and catalysts for VE on 
the micro (individual) level, meso (group 
and communal) level, and macro (structural) 
level derived from a variety of academic 
and theoretical disciplines and encourages 
analysis of the relationships among them. 
Adapted conflict analysis tools reflect some 
of these ideas.

ADAPTED CONFLICT 
ANALYSIS TOOLS
In recognition of the complex interplay of 
push and pull factors on the individual, 
communal, and structural levels and 
their role in increasing or decreasing 
the vulnerability of a given location to 
VE, some practitioners have adapted 
traditional conflict assessment frameworks 
to understand VE and design P/CVE 
policies, strategies, and interventions. 
The US Department of State’s Bureau of 
Conflict Stabilization Operations has piloted 
an adapted version of the Interagency 
Conflict Assessment Framework called the 
Supplemental Guidance to  Interagency 
Conflict Analysis Framework (ICAF 2.0).21 
The ICAF 2.0 provides a step-by-step 
means of identifying the characteristics of 
VE in a certain area, understanding which 
issues are of most pressing concern (e.g., 
active recruitment or community support) 

Politically sensitive 
issues … are overlooked, 
either because they 
are deemed variables 
beyond influence or 
because they are 
politically unpalatable.
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and what sort of intervention is most 
relevant. Further, this framework guides 
practitioners in identifying the key actors—
both those promoting VE and those working 
to counter it—and understanding the role 
of relationships and group dynamics; 
identifying larger structural and cultural 
dynamics at play; and prioritizing specific 
drivers and areas using a threat assessment 
matrix. The ICAF 2.0 encourages the use 
of social network analysis to understand 
the relationships and ties contributing to 
increased or decreased susceptibility to VE.

Prior to the development of the ICAF, 
the USAID published Conducting an 
Extremism or Terrorism Assessment: An 
Analytical Framework for Strategy and 
Program Development and Development 
Assistance and Counter-Extremism: A 
Guide to Programming, both of which, 
similar to the ICAF, promote a guided 
approach to assessing VE and radicalization 
on individual, communal, and structural 
levels.22 In addition to illuminating causes 
and motivations, these tools point to 
the importance of understanding which 
populations are most vulnerable to 
radicalization, the processes of recruitment, 
types of VE activity, and the potential 
trajectory and reach of VE activity as 
part of the calculus in designing P/CVE 
interventions. However, the utility of these 
analytic tools depends heavily on the 
level of expertise of those who use them 
and on the complexity of the environment 
being assessed. VE dynamics, especially 
in fragile environments where VE groups 
tend to flourish, are often so intertwined with 
other conflict dynamics, such as interethnic 
conflict, that factors specific to the VE threat 
can be difficult to disentangle.

Overall, adapted conflict assessment tools 
are useful for mapping the grievances, 
perceptions, narratives, and relationships 
that drive VE or that contribute to resiliency 
to VE in a specific area. They provide 
the practitioner with a helpful guide 
for assessing social networks, drivers, 
recruitment processes, and the nature of VE 
itself, thereby facilitating efforts to develop 
relevant and impactful interventions.

MACRO-LEVEL TOOLS: 
CHALLENGES IN 
APPLICATION
Macro-level frameworks provide analytic 
structure to the assessment of the causes 
and dynamics of VE and promote a holistic 
and contextual understanding of the 
conditions in which VEOs flourish. Some 
analytic tools designed for assessing the 
root causes of VE focus on drivers and push 
and pull factors. Others tools incorporate 
a more complex analytic approach that 
considers the interplay of these factors 
and the nature and dynamics of the 
VE movement itself. Often these tools, 
especially applied conflict analysis tools, are 
used both for conducting assessments and 
for designing P/CVE interventions. Despite 
this, there are identifiable challenges in the 
application of macro-level analytic tools.
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Push-pull and other macro-
level frameworks informed by 
development approaches can help 
identify the factors that create 
an enabling environment for VE 
and the individual and collective 
grievances and dynamics that fuel 
participation. However, these tools 
do not necessarily directly inform or 
prescribe options for interventions.

Designing an intervention requires an 
analytic effort that prioritizes different drivers 
and assesses the likely effectiveness of 
various interventions to address them. This 
effort requires delineating in some way 
between enabling conditions and those 
factors that directly support or mitigate 
the activities of a VE movement or group. 
Macro-level push-pull frameworks may help 
illuminate the conditions conducive to VE, 
but they do not necessarily provide the tools 
or the information necessary to develop and 
design effective P/CVE interventions.

Macro-level frameworks often include 
so many factors that it is difficult 
to identify and prioritize the most 
relevant dynamics and issues when 
designing interventions.

Given the breadth of macro-level tools, their 
use in informing P/CVE interventions can 
result in interventions that risk overlooking 
crucial factors or relationships. Although 
certain tools seek to mitigate this risk 
by outlining a process by which certain 
dynamics and drivers are prioritized over 
others, the scope of factors being assessed 
can make designing P/CVE interventions 
difficult and pinpointing which drivers or 
dynamics are of consequence demanding. 
Moreover, conducting complex analysis 

in dynamic and fluid contexts is always 
challenging. To develop coherent policies, 
strategies, and programs in complex and 
changing environments, analyses are 
sometimes disaggregated, resulting in 
overly general or stove-piped interventions.

Macro-level frameworks do not 
always incorporate a consideration of 
relevant and related conflict dynamics.

Violent extremist groups often harness 
their agendas to existing conflict dynamics 
and seek refuge and opportunity in poorly 
governed and conflict-prone environments. 
Understanding the root causes and 
dynamics that enable such groups to flourish 
requires a conflict analysis lens and relevant 
conflict analysis tools. Macro-level tools that 
examine VEOs without considering their 
relationships to other conflict dynamics run 
the risk of informing narrowly conceived 
P/CVE interventions that lack impact and 
sustainability.
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uch of the academic literature in 
this field highlights the importance 
of the influence of group

dynamics, social relationships, and networks 
in promoting or mitigating radicalization and 
VE. This research brings attention to the key 
role that interpersonal relations and social 
connections play in influencing if, when, and 
how an individual actively supports or joins 
a VEO and/or commits an act of violence 
and how community-level social cohesion 
can form a bulwark against the influence 
of VE more generally. Yet, although many 
micro-level and macro-level analytic tools 
incorporate some consideration of social 
dynamics, few assessment frameworks 
focus purposefully on analyzing and 
understanding the social ties that can 
encourage or discourage individuals, 
groups, and communities from supporting 
or mitigating the influence of VE and VEOs. 
This may be due in part to the practical and 
ethical limits of this type of research and 
data collection.

A general understanding of the importance 
of personal relationships and community 
ties has inspired and informed many P/CVE 
programs,23 but it is particularly challenging 
to develop metrics and assess the impact 
of such programs, thereby limiting options 
for scalability and replication. The evidence 
basis for the effectiveness of such programs 
continues to grow, however, thanks to the 

proliferation of individual success stories 
of prevention and a shift in measuring 
other signs of resiliency within familial and 
community networks.24 On the community 
level, in particular, research continues to 
advance an understanding of the types and 
nature of relationships that help prevent VE.25
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⊲⊲ A review of many of the frameworks 
and models for understanding VE 
and radicalization and designing  
P/CVE interventions reveals a broad 
spectrum of analytic tools, some with 
clear practical utility for designing 
interventions, and others that are 
more helpful in explaining, informing, 
and inspiring approaches.

⊲⊲ It is helpful to delineate micro- from 
macro-level tools and understand  
their related but distinct value in  
P/CVE programming. As outlined 
in this report, micro-level tools 
focus on understanding and (when 
applied) identifying and interrupting 
radicalization in individuals. Macro-
level tools focus on understanding 
and addressing the broader structural 
factors that enable VEOs to emerge 
and spread. Although most of these 
models have been developed in 
Western contexts and build on a 
considerable body of academic 
research, both macro-level and micro-
level tools vary significantly in terms of 
their complexity and their relevance 
to a given environment. Context 
matters in the application of analytic 
tools, and research underscores the 
reality that the nature of radicalization 
is distinct in conflict-prone and fragile 
environments and requires careful 
consideration of structural factors 
and related conflict dynamics, as well 
as a sociocultural understanding of 
the processes of recruitment and 
joining VEOs.



21

⊲⊲ Although most micro-level and 
macro-level analytic tools tend to 
incorporate an understanding of 
the influence of social dynamics 
and interpersonal relationships 
in radicalization and VE, few 
focus specifically on assessing or 
incorporating this aspect into project 
design. Research unequivocally 
highlights the significance of 
relationships, communal ties, and 
social dynamics in facilitating or 
engendering resiliency to VE and 
radicalization across contexts, but 
tools to operationalize and apply 
these ideas remain underdeveloped.

⊲⊲ A key finding of this study is that 
although assessment frameworks 
and analytic models enhance 
understanding of the causes and 
drivers of VE, most are of limited 
value in designing interventions. In 
other words, the spectrum of analytic 
tools available to practitioners 
is helpful in conceptualizing the 
dynamics that lead to VE, but few 
of the tools are prescriptive in 
terms of developing programs to 
mitigate and prevent VE. Those that 
do provide practical and process 
guidance are often complex and 
require a sophisticated level of skill in 
implementation. More practical-level 
tools to design P/CVE programs will 
certainly emerge as learning about 
what works in the field develops. 
Currently, however, further analysis 
is needed that critically evaluates 
the impact of P/CVE interventions 
and ensures an iterative process of 
learning and sharing across projects 
and a stronger link between research 
and programming.
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25.	 Lauren Van Metre, Community Resilience to 
Violent Extremism in Kenya, Peaceworks no. 122 
(Washington, DC: United States Institute of Peace, 
2016). For further examples, see the research 
on community resilience to sectarian violence in 
Iraq presented in Ami C. Carpenter, Community 
Resilience to Sectarian Violence in Baghdad (New 
York: Springer, 2014).
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