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This report addresses the increasingly common practice
of state-sanctioned civil defense groups—groups that
governments have established or supported to provide
security to communities when state security forces are
unwilling or unable to do so. Given the perverse results
that many communities experience from armed militias
breaching domestic and intemational law, this report
recommends developing better accountability of such groups.
More specifically, it argues for developing an international
normative instrument that enhances accountability of
both states and civil defense groups by restating the
rules of intemnational law, establishing a due diligence
policy, and developing a code of conduct.
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Summary

Between 1981 and 2007, governments in eighty-eight countries established or supported
more than three hundred armed militias to provide security to local communities. Such
militias often directly engage in armed conflict and law-and-order activities.

A number of state-supported civil defense groups make local communities less secure by
refusing to respond to state direction, setting up security apparatuses in competition with
state authorities, committing human rights violations, and engaging in criminal behavior.

The doctrine of state responsibility and the application of international humanitarian law,
international human rights law, and international criminal law obligate the state or states
that establish or support civil defense groups to investigate, prosecute, punish, and provide
reparations or compensate victims.

In many cases, the domestic laws of states are ineffective at holding members of govern-
ments or civil defense groups accountable. Local law enforcement authorities also often fail
to investigate or prosecute members of civil defense groups.

At present there is no specific international legal instrument to guide the responsible man-
agement of relationships between states and civil defense groups. Thus, the international
community should develop a legal instrument that specifies the rules and principles that
apply to states and civil defense groups and that includes a due diligence framework that
focuses on accountability and governance of both states and civil defense groups.

Such a framework would enhance the protection and security of communities by setting
accountability and governance standards, assisting in security sector reform by establishing
benchmarks and evaluation processes, and contributing to the reinforcement of legal rules
and principles that apply in armed conflicts.

For fragile states or those in a postconflict phase of development, the better management
of such forces is likely to build state legitimacy as a provider of security to vulnerable
communities.
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Engaging with Civil Defense Groups in Armed Conflict

Civil defense groups exist in many states where there is armed conflict or in many postconflict
situations. The term “civil defense groups,” as used in this report, refers to civilians who are both
armed and organized but who are not professional fighters in the same way as, for example,
members of a state’s military arel. Furthermore, the term refers to groups that are established
and supported by states (either the territorial state or a third-party state with the consent of
the territorial state) or tolerated or accepted by states. Civil defense groups might be used by
states to provide local security and law and order by undertaking various functions and tasks.
These include using armed force to protect the local community, manning road blocks, searching
vehicles, undertaking joint patrols with state or third-party security organizations, detaining sus-
picious people, and providing information about local actors. While it is true that such groups can
increase security, there is also a cost or dark side to supporting such groups. They could worsen
security, commit serious violations of the law, or go rogue and become a part of the problem
rather than the solution.

State support for the group might include members being paid when they undertake their
functions and tasks and, in some cases, funds or resources might be allocated to the local com-
munity more generally for the work of the group. Such groups might also undertake activities
for a variety of actors other than the state—such as private companies, local power brokers,
criminal gangs, and businessmen. A study published in 2013 found that between 1981 and
2007 there were at least 331 groups affiliated to governments functioning in eighty-eight
countries.2 Those numbers demonstrate that the existence of civil defense groups is a reality
that many communities face around the world.

Civil defense groups have existed in a number of states, including Afghanistan, the Central
African Republic, the Democratic Republic of the Congo, Iraq, Libya, Mali, the Philippines, and
Yemen. In Afghanistan, the village stability (VSO) program, involving the formation of civil
defense groups, was created by U.S. Special Forces to provide protection to villages where
Afghan law-and-order officials were unable to operate.3 The Sunni Awakening in Iraq cooper-
ated with coalition forces to fight against al-Qaeda in Irag. In Libya, armed groups control
some communities and refuse to surrender their weapons to the new government.4 In Mali, the
militia group, Azawad National Liberation Movement (MNLA), formerly aligned with Islamists
before supporting the Mali government forces and the French military, has undertaken law-
and-order functions by detaining militant Islamists.> It has also been reported that “militia
have emerged to fill the vacuum left by ineffective state security services and the weak rule
of law in Mindanao [Philippines].”® So-called popular committees in Yemen have developed
“out of home-grown resistance to terrorist organizations such as Ansar al-Sharia and al-Qaeda
in the Arabian Peninsula” and later fought alongside the Yemeni government forces to reas-
sert government control in eastern Yemen.” In some cases, such as Afghanistan and Yemen,
the civil defense groups evolve into organizations that fall under government structures and
therefore become formal representatives of the state. More recently there have been allega-
tions concerning the extent of the support pro-Russian militia groups in the Ukraine are
receiving from the Russian government. In some of these cases, it is difficult to conclude the
extent to which states have established or supported groups and where they have tolerated
or collaborated with groups.

Reasons for states to establish or support civil defense groups vary. A state might establish
or support civil defense groups because they are the only means it has to provide a level of
protection to communities that are geographically isolated, held by rebel groups, or dominated
by lawlessness. In such situations, the reach of the state extends only as far as the resources it
has to protect communities. There might also be a long tradition in some communities of taking
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responsibility for their own safety, notwithstanding concerns about the effectiveness of the for-
mal state authorities. In other situations, a state might establish or support civil defense groups
because it wishes to use such groups to carry out illegal actions that the state itself does not wish
to be directly associated with. There might also be cases where a third-party state (for example,
during coalition operations) arms members of local communities to ensure that those communi-
ties take responsibility for their own protection, thus reinforcing a sense of “local ownership” for
security and limiting allegations of foreign interference in community life. In some situations
governments might also establish civil defense groups across their borders so as to protect those
with ethnic or historic ties with communities within their own borders.

Engagements between governments and civil defense groups can bring about greater
stability in areas where the government or the international community has little influence or
effect. Such groups can, by representing the interests of their community, provide a means
to deal with the interests and grievances of the wider community and limit what can some-
times be viewed as the blunt instrument of state authority in dealing with localized conflicts.
The VSO program in Afghanistan, which was established in early 2010, is an example of how
“local” protection might be effective. The program at that time was seen as a means of not
only inverting Taliban strategy but also protecting villages from within rather than from the
outside. As argued by Daniel Green, “Instead of utilizing a top-down heavily military approach
where security was often something done to a village not with it, SOF [Special Operations
Forces] inverted the strategy by replicating the Taliban's methods of leveraging the population
by using a bottom-up initiative that was decentralized and village-based.”®

Civil defense groups might also provide a fiscally sustainable and resource-efficient means
for states to provide law and order to local communities. At the local level, there is little
doubt that civil defense groups can benefit communities. At least one example of U.S. military
doctrine states:

If adequate HN [host nation] security forces are not available, units should
consider hiring and training local paramilitary forces to secure the cleared village
or neighbourhood. Not only do the members of the paramilitary have a stake
in their area’s security, they also receive a wage. Providing jobs stimulates the
economy. Having a job improves morale and allows locals to become a potential
member of the local government process.?

In relation to security and dealing with insurgencies, the Philippines government has
stated that certain civil defense groups can act as “force multipliers” to suppress insurgencies
and other national security threats.10 Similarly, the Colombian government “encouraged the
creation of “self-defense groups” among the civilian population... to help law enforcement
agents during anti-subversive operation and to defend the civilian population from guerrilla
groups.” 11

There are, however, dark sides to creating or dealing with civil defense groups. The costs of
supporting civil defense groups include the potential that they could, in fact, worsen security.
Researchers have documented gross human rights violations, criminal behavior, refusal to dis-
arm, and actions that further weaken formal government structures and influence.}2 The use
of civil defense groups “increases the risk of irresponsible behavior or moral hazard” between
states and civil defense groups.13

Concerns have been expressed about the VSO program in Afghanistan, including its subse-
quent evolution to the Afghan Local Police (ALP) under the authority of the Ministry of Interior.
For example, Human Rights Watch reported in September 2011 that soon after the VSO program
began, there were allegations of abuse against members of that program.24 Erica Gaston, a human
rights lawyer at the United States Institute of Peace, has argued that in Yemen there are fears
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States often find it useful to
manipulate their relationship
with civil defense groups to
evade accountability by, for
example, claiming that it is
too difficult or dangerous to
investigate the acts of such
groups or that they have little
control over such groups.

that civil defense groups “may become a part of the problem rather than the solution. They might
turn into armed groups and engage in criminal activity or challenge government authority.”15 In
situations where a state is fragile, the actions of such groups might add to the risk of the state
falling back into conflict or create an environment where terrorism has fertile ground to grow
both within the state and extraterritorially. Such risks might arise because of terrorist infiltration
of the civil defense groups or because the members of the civil defense groups alienate the local
population, which in tumn leads members of that population to support terrorist or other criminal
groups. There are also other policy concerns, such as having an exit strategy to determine when
supporting civil defense groups is no longer warranted and making decisions about when, and
how many, resources should be devoted to establishing and maintaining such groups rather than
establishing and maintaining state-based law-and-order authorities.

The continuing existence of some militia groups in Libya is an example of some of the
difficulties that arise when trying to disband civil defense groups. There have been numer-
ous reports of civil defense groups refusing to disband or refusing to join the Libyan National
Army or police force. In some situations, the civilian communities, which are supposed to be
protected by the civil defense groups, have turned on the groups because they have become
tired of the groups exercising power. In other cases, the groups have turned on each other
violently, thus jeopardizing the security of the communities they are supposed to protect.16

There are also concerns about the physical security and stockpile management (PSSM) of
small arms and light weapons when state authorities fail to account for the weapons they hand
to civil defense groups or the groups acquire weapons outside the state system. For example,
it has been reported that the PSSM practices of the Misrata militias in Libya were sometimes
inadequate.?’

In addition, states often find it useful to manipulate their relationship with civil defense
groups to evade accountability by, for example, claiming that it is too difficult or dangerous
to investigate the acts of such groups or that they have little control over such groups. They
may also not disclose the extent of their relationship to limit the extent of state responsibility.
Despite the concern about the existence of these groups and the risks they pose, “there has
been little analysis or understanding of how best to mitigate the risks, and when or how such
groups should be supported or dishanded.”19

So, in situations where states find that civil defense groups are a necessary means to
maintain security, the primary question that arises is: How might the connection between
states and civil defense groups be managed responsibly so as to enhance accountability and,
therefore, mitigate the chance of negative consequences emerging?

Relevance and Application of Existing Law

The primary legal regime that applies to the conduct of members of civil defense groups is
the domestic law of their state. In most situations, that law will be sufficient to prosecute
members of the group for serious violations, such as murder, kidnapping, serious assaults—
including sexual assaults—and serious thefts. Unfortunately, the issue is often not about the
adequacy of the domestic law but its enforcement. It is sometimes the case that local law
enforcement authorities fail to investigate or prosecute members of civil defense groups, and
therefore, such groups are left unchecked. The reasons for failing to investigate or prosecute
might include limited resources to investigate breaches of the law, the local law-and-order
authorities might be corrupt, or the local community could be fearful of making complaints
against members of civil defense groups. In some situations, it might also be difficult to
enforce domestic law against members of civil defense groups because they have become
more powerful than the formal state representatives. There might also be arguments that the
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extant domestic law is so far removed from the security realities facing the community that
it is inappropriate to rely on it in situations of armed conflict. Reliance on the enforcement of
the domestic law of the host state is therefore unlikely in many circumstances to govern the
conduct of civil defense groups. There are also cases where domestic law in fact authorizes
the establishment and support of civil defense groups and mandates such groups to support
the work of government agencies in suppressing insurgencies or maintaining law and order. In
such situations, concerns arise as to how best to ensure that the state and the group are held
accountable for any illegal acts or omissions.

Stepping outside the domestic law arena, international law also creates obligations for
states in relation to their dealings with civil defense groups. The level of control a state has
over a civil defense group is relevant in determining the extent to which that state will be
responsible for the conduct of that group. Where civil defense groups or their members act, for
example, “on the instructions of, or under the direction or control of” a state,20 that conduct
will be considered the act of that state. However, it is “clear the instructions, direction or
control must relate to the conduct which is said to have amounted to an intentionally wrong-
ful act.”2! Therefore, the threshold of the responsibility of states in relation to attribution for
the acts carried out by nonstate entities is set high. That high threshold standard reflects the
International Court of Justice majority decision in the Nicaragua case, where the court found
that the “participation. ..in financing, organizing, training, supplying and equipping the con-
tras, the selection of its military or paramilitary targets, and the planning of the whole of its
operation, is still insufficient in itself” to directly attribute responsibility to the United States
for the acts committed by the Contras during their military and paramilitary operations.22 A
stricter test applies in situations where civil defense groups or their members are empowered
by a state to exercise aspects of governmental authority. In such cases, the conduct of the
members or the group “shall be considered an act of State under international law, provided
the person or entity is acting in that capacity in the particular instance.23 As civil defense
groups generally operate on their own territory, it seems likely that the stricter test will be
applied.

There might be circumstances where the conduct of a group or its member goes beyond
that authorized by the government. In such cases, much will depend on the facts and whether
the conduct was incidental to what was authorized or went beyond the authorization. How-
ever, states will need to be cognizant that they might still bear responsibility for unlawful
acts of civil defense groups or their members if the state has effective control over them,
“even if particular instructions may have been ignored.”24 Such responsibility might arise, for
example, where a state delegates some aspects of governmental authority, such as the main-
taining of law and order, to the group. The state’s responsibility for acts carried out by civil
defense groups might also be raised where “there is a pattern of killings and the Government’s
response (in terms of prevention or of accountability) is inadequate. . .[since] the State...must
meet its due diligence obligations to take appropriate measures to deter, prevent, investigate,
prosecute and punish perpetrators.” 2> In the infamous case of the Pueblo Massacre in Colom-
bia, the Inter-American Court of Human Rights reinforced the general principle that a state’s
responsibilities may arise even where the acts or omissions of civil defense groups are not
attributable to the state because states have obligations to guarantee the rights of individu-
als even from the acts or threats of third parties who are not affiliated directly to the state.26

More narrowly there are other areas of international law, such as international humanitar-
ian law, international human rights law, and international criminal law that govern to varying
extents the accountability of states and civil defense groups. International humanitarian law,
the body of law that applies during armed conflicts, has Common Article 1 to the Four Geneva
Conventions: “To respect and ensure respect for the...[Conventions] in all circumstances.”
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International human rights

law also applies to states that
establish or support civil defense
groups. The territorial state that
establishes or creates such groups
will certainly be required to
comply with its obligations under
international human rights law.

There is some disagreement as to the exact scope and content of that article, but it has been
argued that all states and parties to an armed conflict have an obligation “to refrain from
encouraging violations of international law by any party to an armed conflict and to exert their
influence, to the degree possible, to prevent and end violations...in accordance with interna-
tional law.”27 The obligation to respect and ensure respect would therefore require states to
make sure that civil defense groups are, for example, adequately vetted, trained, and provided
with resources that are necessary and appropriate for them to conduct their functions and
tasks. If that article applies, states would also be required to ensure that civil defense groups
apply legal principles concerning proportionality, necessity, and humanity and that obligations
relating to such matters as targeting and detention are adhered to. As all individuals have obli-
gations under international humanitarian law, it is clear that members of civil defense groups
are also subject to the grave breaches regime found in international humanitarian law and are
therefore subject to prosecution for acts such as willful killing, torture, or inhuman treatment.

In situations where the law of occupation applies,?® international humanitarian law requires
the occupying power to restore and maintain public order and civil life.29 That aim might
clearly be achieved in some circumstances by an occupying power establishing or supporting civil
defense groups to provide protection to communities geographically isolated or dominated by
lawlessness. If the law of occupation is used as a justification, then the obligations discussed
above concerning the application of Common Article 1 to the Four Geneva Conventions will apply
to the occupying force.

International human rights law also applies to states that establish or support civil defense
groups. The territorial state that establishes or creates such groups will certainly be required to
comply with its obligations under international human rights law. Consequently, the territorial
state will need to comply with its general obligation to respect, protect, and fulfill human
rights. Outside states operating in the host state that establish or support civil defense groups
will also be subject to their international obligations to the extent that those obligations
apply extraterritorially.30 More specifically, the territorial state will have obligations under the
International Covenant on Givil and Political Rights (ICCPR). Article 6(1), for example, requires the
state to protect the right to life and prohibits the arbitrary deprivation of life. States would
also have a duty to ensure that members of civil defense groups do not carry out arbitrary and
unlawful arrests and detention and that they do not subject any person to torture or to cruel,
inhuman, or degrading treatment or punishment.

Recent investigations by international bodies have made clear that the combination of
the doctrine of state responsibility and the application of international humanitarian law,
international human rights law, and international criminal law reinforces the obligation of the
state or states that establish or support civil defense groups to investigate, prosecute, pun-
ish, and provide reparations or compensate victims. Reports by international commissions of
inquiry, such as those established for Libya and Syria, have emphasized that the obligations
to investigate, prosecute, punish, and provide reparation or compensation “lie at the heart of
human rights protection and are binding on UN members in that they have been relied upon
and further developed in the jurisprudence of UN-backed international courts and also have
been agreed upon by the States represented within relevant United Nations bodies.”3!

In addition to issues concerning accountability raised above there are other questions left
unresolved by the lack of a discrete language governing civil defense groups. For example, are
they civilians or combatants? Questions arise as to whether members of civil defense groups
should be considered as direct participants in hostilities or as part of an opposition organized
armed group when they are carrying out their functions. Are the members of civil defense
groups entitled to prisoner of war status if captured by opposing forces? When and where
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might they be attacked? Does the doctrine of command responsibility extend to them? The
blurring of lines between combatants and civilians also extends to creating vulnerabilities for
local communities, particularly where members of those communities provide intelligence or
information against insurgency groups.

Such concerns have also been raised in relation to the private military and security com-
panies (PMSCs).32 In the context of PMSCs, a number of states and the ICRC have developed
a nonbinding instrument that addresses the legal status of PMSCs under the 1949 Geneva
Conventions, the individual accountability of members of PMSCs, and the duties of authorities
to oversee the acts of PMSCs. The instrument, referred to as the Montreux Document, was
finalized in 2008.33 It was followed in 2010 by the International Code of Conduct for Private
Security Service Providers, known as the PSSP Code. The PSSP Code provides principles for
private security providers to comply with and governance and oversight mechanisms relating
to their conduct.

It is useful to use the Montreux Document and the PSSP Code as a foundation for devel-
oping an accountability regime to responsibly manage the relationship between states and
civilian defense groups because both PMSCs and civilian defense groups undertake similar
functions and tasks. Both groups might provide security, undertake patrols to establish
and maintain security, provide information to the government authorities, engage in armed
attacks, and take detainees. There are, however, two key differences: First, PMSCs are engaged
by states on a contractual and commercial basis—they are, in fact, often private business
entities. The practical effect of the contractual and commercial basis of engagement is that
in many cases the PMSCs will be subject to commercial law governance obligations, which in
turn reinforce accountability. Civil defense groups may have a financial interest because, for
example, they receive a stipend while they undertake their defense functions and tasks, but
that interest is often not enough to have a positive impact on their behavior. Second, PMSCs
might come from a variety of states, whereas civil defense groups are usually citizens of the
territorial state. The differences however are not so fundamental as to make irrelevant the use
of the Montreux Document and the PSSP Code by way of analogy when addressing the relation-
ship between states and civil defense groups.

Conclusion and Recommendations

Many communities in armed conflict situations face the daily reality of dealing with civil
defense groups. It is also a fact that often members of those groups and the states that
support them are not held accountable for violations committed by members of the group.
To better protect the local population, reinforce both domestic and international law and
procedure, and develop effective security sector reform programs, it is recommended that the
international community should be guided by the Montreux Document and the PSSP Code to
accomplish the following:

e  create a nonbinding legal instrument to establish a framework that formalizes the
normative values that must, or should, apply to the relationship between states
and civil defense groups;

e  create a due diligence policy that requires states to take appropriate steps such as
detenring and preventing civil defense groups from committing crimes; and

e  create a generic code of conduct applicable to civil defense groups that not only
restates the relevant legal rules that such groups must adhere to but also reinforces
good practice standards conceming matters like the command and control
arrangements for the group.
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An instrument that is not legally
binding but which nonetheless
restates the rules of international
law that apply to states in their
relations to civil defense groups
would go a considerable way

to reminding states about their
legal obligations.

A Nonbinding Legal Instrument

An instrument that is not legally binding but which nonetheless restates the rules of interna-
tional law that apply to states in their relations to civil defense groups would go a considerable
way to reminding states about their legal obligations under areas of law such as the doctrine
of state responsibility, international humanitarian law, and international human rights law.
The instrument would also add to the endeavors of the international community to implement
security sector reform plans and programs by ensuring that all stakeholders better understand
the applicable rules and principles, risk mitigation strategies, and accountability mechanisms
when engaging with civil defense groups. A rule-of-law-focused, transparent, and pragmatic
instrument will also assist in better protecting communities from civil defense groups that go
rogue or that have members who are criminals.

To achieve the above results, the instrument must clearly state both the rules and prin-
ciples that apply to civil defense groups and their relationships with states. Furthermore,
the instrument should include a due diligence framework that sets up, among other things,
appropriate procedures to ensure that risk assessments, risk mitigation, and accountability are
undertaken when states engage with defense groups. The instrument should also have a code
of conduct that establishes a normative framework to regulate the behavior of the group. The
framework and code might also be developed as stand-alone documents. The instrument (and
the framework and code if created as stand-alone documents) would not diminish existing
legal obligations of states but either restate those obligations or develop additional principles
and standards that are necessary to ensure that the risks of having civil defense groups is
mitigated.

Using the Montreux Document as a template would provide a solid foundation for devel-
oping the instrument. Accepting that a provision-by-provision analysis for compatibility is
required, it is nonetheless clear that the Montreux Document would be relevant to the rela-
tionship between states and civil defense groups. For example, Part I, which deals with the
legal obligations of states to ensure respect for international humanitarian law by PMSCs and
the responsibility of states to implement their obligations under international human rights
law, would also apply to civil defense groups. Similarly, obligations to investigate—and where
appropriate—prosecute, extradite, or surrender persons suspected of international crimes
would apply. The general recognition in law is that where the acts of PMSCs or their personnel
are attributable to the state, those acts would also extend to acts carried out by civil defense
groups and their members.

The reference in the Montreaux Document to the obligations of all other states to ensure,
when in their power to do so, respect for international humanitarian law would also be rel-
evant to engaging with civil defense groups. The provisions dealing with other states would
therefore apply to third-party states that use civil defense groups for security purposes. Finally,
the provisions relating to superior responsibility that concern government officials being liable
for crimes under international law could also apply to the relationship between government
officials and civil defense groups. In relation to the obligations of civil defense groups and
their members, the provisions in the Montreux Document that concern PMSCs and their per-
sonnel would also be applicable. Thus, the obligations of PMSCs to comply with international
humanitarian law, or human rights law that arise from domestic law, and the provisions that
PMSCs cannot be attacked unless and for such time as they are directly taking part in hostili-
ties, would translate to applying to civil defense groups as well. However, the references in
Part I to contracting states and home states would not be as relevant to civil defense groups.

Part II of the Montreux Document deals with good practices relating to PMSCs and is
intended to provide states with guidance. It covers specific issues, such as procedures for
selecting and contracting with PMSCs, criteria for selecting PMSCs, monitoring compliance,
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ensuring accountability, and rules for the provision of services by PMSCs and their personnel.
The specific provisions concerning training, use of force and firearms, and the accountability
for, and return of, weapons and ammunition would be applicable to civil defense groups as
well. Further, the provisions relating to accountability could also lead to a more refined due
diligence framework that ensures appropriate processes are in place to control the existence
and development of civil defense groups. Details concerning good practices in determining
contractual relationships would not be directly applicable to civil defense groups.

Due Diligence Policy

Neither the Montreux Document nor the PSSP Code have a developed due diligence framework.
This is not unusual in light of the fact that the principle of due diligence is still evolving in a
number of areas of international law. Broadly, due diligence refers to “an obligation to deploy
adequate means, to exercise best possible efforts, to do the utmost, to obtain th[e] result...
[it is] an obligation of ‘conduct’ and not of ‘result.” 34 In line with the obligation of conduct,
the principle of due diligence as used here emphasizes good governance through developing
appropriate processes for dealing with accountability. Thus, a due diligence policy would start
with the steps necessary to deter and prevent violations of the law. If violations occur, then
due diligence requires investigation of the alleged violation—and where there is sufficient
evidence as to who committed the violation, to prosecute and appropriately punish the
offender. Due diligence also requires victims to be compensated for any harm caused to them
or their property.

While the exact scope and content of due diligence policy is still evolving, it is not unrea-
sonable to expect that states that have established or support civil defense groups have obli-
gations to react promptly to reliable reports of serious violations by those groups, that states
must have in place appropriate legal remedies for those violations, and that they must have
effective laws to hold individuals responsible for committing violations. Put another way, due
diligence has a great deal to do with setting up appropriate procedures to ensure that appropri-
ate risk assessments are undertaken, that the key elements of the policy are transparent to all
the stakeholders, and that the policy framework is effectively implemented.

In developing a due diligence policy in the context of applying international humanitarian
law and international human rights law to states that establish or support civil defense groups,
there must first be a framework to deter and prevent civil defense groups from committing
crimes. Deterrence and prevention would require, for example, effective vetting procedures
before recruiting members to join civil defense groups, appropriate training in both law and
the use of force, the allocation of appropriate resources so as to ensure that the group has the
right tools to carry out their tasks, and domestic laws to ensure that members of civil defense
groups are held individually responsible for the violations that they commit.

If crimes are committed, states will need to have appropriate investigation procedures, and
where the evidence reaches the appropriate threshold, the perpetrator must be prosecuted,
and if found guilty, punished. The process of investigations, prosecutions, and punishment not
only requires having appropriate laws but also providing the relevant law and order authorities
with the necessary resources to carry out those functions. It is sometimes overlooked that an
important component of due diligence is not only to engage victims in the process of investiga-
tion, prosecution, and punishment but also to provide victims with appropriate compensation
for the loss or damage that they have suffered. The principles relating to compensation for the
acts of nonstate actors is still evolving, so a due diligence policy that grapples with that issue
will make a positive normative contribution to the overall protection of victims.

A further aspect of due diligence is to ensure that internal and external accountability
mechanisms governing the behavior of civil defense groups are mutually supporting. Internal
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accountability mechanisms require a state’s domestic criminal law to have appropriate criminal
offenses and relevant investigatory powers to effectively prosecute members of civil defense
groups for serious crimes or breaches of human rights. There must also be appropriate laws
and procedures in place to investigate and prosecute members of the military or police who are
supporting or encouraging civil defense groups to violate the law. Investigations carried out
by states must, at a minimum, be official, timely, independent, open, and effective.3> Such
internal accountability measures must also be matched by external accountability measures
such as allowing independent international or local individuals or agencies to monitor, report,
and investigate the behavior of civil defense groups and those that support them. The effec-
tiveness of both internal and external accountability measures will depend on their ability and
the state’s commitment to make recommendations and take preventative measures.

A Code of Conduct

One important debate to be had is the extent to which the relationship between states and
civil defense groups can be enhanced through a generic code of conduct that regulates the
behavior of the group and its relationships with other stakeholders, such as the local com-
munity and state authorities. To that end, the code should focus on the relevant principles,
rules, and standards applicable to civil defense groups and the good practices that have been
developed in places such as Afghanistan, where civil defense groups work closely with formal
state authorities. The code should therefore deal with, among other things, the legal authority
of members of the group, the functions and tasks of the group, command and control aspects
for the group, and accountability mechanisms should the code be violated by members of the
group. To govern the group’s relationship with the community and government authorities,
the code should also have provisions as to who can dishand the group and set limits to the
group’s authority. While there is some debate as to whether such a code is best developed on
an ad hoc basis, it seems that its effectiveness will, at the very least, depend on its being
understood by fighters. It must also be short, clear, and relevant; have leadership backing; and
be appropriately disseminated to members of the group.3¢ Dissemination might involve state
authorities, international organizations, or nongovernmental organizations providing practical
“in the field” training for such groups. Some of the provisions of the PSSP Code, such as those
dealing with rules for the use of force, detention, sexual exploitation, and abuse of gender-
based violence and prohibition of torture or other cruel, inhuman, or degrading treatment or
punishment, would be relevant to civil defense groups as well. Furthermore, the provisions of
the code must be transparent and publicly known so as to ensure that communities and activist
groups are able to reinforce the due diligence framework.

When developing the instrument, the wider international community should be involved.
Therefore, negotiations should take place between not only states but also international orga-
nizations, such as the United Nations and the International Committee of the Red Cross and
nongovernmental organizations—particularly those like Geneva Call—which have considerable
experience working with nonstate armed actors. Ideally, civil defense groups should also be
involved, but there might be pragmatic issues, such as finding appropriate representatives from
such groups to hold negotiations with.

In tandem with developing an instrument, states—especially those specifically affected by
civil defense groups—should begin or continue to develop their own internal rules, principles,
due diligence framework, and code of conduct for their relations with civil defense groups.
Such development could occur within the military or executive branch or through encouraging
engagement with civil defense groups and the communities they work with.
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